

DEPARTMENT OF THE ARMY

BROOKE ARMY MEDICAL CENTER

FORT SAM HOUSTON, TEXAS  78234-6200


REPLY TO


ATTENTION OF

MCHE-TC                                                                                     6 August 2003

MEMORANDUM FOR TROOP COMMAND, BROOKE ARMY MEDICAL CENTER (BAMC), PERSONNEL, FORT SAM HOUSTON, TX  78234-6200

SUBJECT:  Use of Government Computer Systems and Internet Web Sites (Policy Memorandum #21)

1.  REFERENCES:  

     a.  AR 380-19, Information Systems Security, 27 Feb 98.

     b.  Brooke Army Medical Center, Fort Sam Houston Policy Memorandum No. 25-73, Computer Resources, 10 Jul 01.

2.  GENERAL RULES FOR COMPUTER SYSTEMS:  The Troop Command computer systems shall be used for official use and authorized purpose only.  Any nonofficial use by employees must first be approved by the employee’s supervisor.  Supervisors will grant permission for authorized purposes only.

     a.  Whenever possible, transact personal business before or after your work hours or during lunch or other authorized breaks.

     b.  If during normal work hours, keep the communications infrequent and short.

     c.  The Federal Government must not incur any long distance charges or other fees for these communications.

     d.  It is unauthorized to solicit business, advertising, or other selling activities in support of a private business enterprise, or any other use that would reflect adversely on the Department of Defense or which are incompatible with public service.

     e.  The communications must not adversely affect official duties.

     f.  The communications must not reflect adversely on the Department of Defense.  For example, the use may not involve pornography, chain letters, unofficial advertising, soliciting, illegal activities, or classified materials.
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     g.  Supervisors may permit employees limited personal use of computer systems if the supervisor determines that the use:

          (1)   Does not adversely affect official duties; 

          (2)   Is of reasonable duration and frequency, made only during the employees’ personal time.

          (3)   Does not involve pornography or any other material that reflects adversely on the Department of Defense.

          (4)   Does not  create additional cost to the Department of Defense.

3.  SUPERVISORS’ AUTHORITY:  Supervisors must monitor employee use of communication systems and other resources to ensure the above guidance are followed.  Supervisors have the authority to limit or revoke all use of computer systems and resources for abuse of the above noted restriction.  Violations and improper use of Computer Systems and the Internet can also result in Uniform Code of Military Justice action.

                                                                          //s//

                                                                 JAMES A. MUNDY

                                                                 LTC, MS

                                                                 Commanding
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